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Abstract  

India has emerged as one of the largest economies in the world and is poised for rapid growth in the digital space. However, 

with this growth, comes the threat of cyber-attacks. India has seen a significant rise in cyber-crimes, including hacking, data 

breaches, and ransomware attacks. This paper aims to provide an overview of the current cyber security scenario in India, 

including the key challenges faced by the government and private sector, recent cyber-attacks, and the measures taken by the 

government to improve cyber security. 
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Introduction 

Cyber security has become an increasingly important 

concern in India as more and more of the country's 

population becomes connected to the internet. With the 

growth of e-commerce, online banking, and digital 

communication, the threat of cyber-attacks and data 

breaches has also increased. In recent years, India has taken 

steps to enhance its cyber security infrastructure and 

policies to protect against these threats. This includes the 

establishment of a national cyber security agency, the 

development of new legislation and regulations, and 

increased investment in cyber security technologies and 

training. Despite these efforts, however, cyber security 

remains a major challenge for India, and the country must 

continue to adapt and evolve its approach in order to stay 

ahead of emerging threats. 
India has been facing significant cyber security threats in 
recent years, with increasing incidents of cyber-attacks, data 
breaches, and ransomware attacks on government agencies, 
private organizations, and individuals. The rapid growth of 
technology and digitization has made India more vulnerable 
to cyber-attacks, making cyber security a top priority for the 
government, organizations, and individuals. 
Cyber security has become an essential part of modern life, 
given the increasing reliance on digital technologies. India is 
no exception to this trend, and its digital growth has resulted 
in increased cyber-attacks. The Indian government and 
private sector have taken several measures to improve cyber 
security, but there is still a long way to go. This paper 
provides an overview of the current cyber security scenario 
in India, including the key challenges and recent cyber-
attacks. 
 
Key challenges 
India, like many other nations, is grappling with an ever-
evolving landscape of cybersecurity threats. As technology 
advances and digital connectivity deepens, the country faces 
numerous challenges in safeguarding its cyberspace. In 
recent times, several key challenges have emerged that 
demand immediate attention and comprehensive strategies. 
India faces several cyber security challenges, including the 
lack of awareness among the general public about cyber 

threats, a shortage of skilled cyber security professionals, 
and inadequate infrastructure. Another significant challenge 
is the lack of coordination between different government 
agencies, which makes it difficult to respond effectively to 
cyber-attacks. 
Some of the major challenges India faces in terms of cyber 
security are: 
▪ Growing cybercrime: India has witnessed a significant 

rise in cybercrime activities, including hacking, data 
breaches, phishing attacks, and financial fraud. 
Cybercriminals exploit vulnerabilities in systems, 
networks, and individuals to compromise sensitive 
information, disrupt services, and steal money. The 
increasing adoption of digital services and the 
proliferation of e-commerce platforms have provided 
more opportunities for cybercriminals, necessitating 
enhanced preventive measures and robust legal 
frameworks. 

 
▪ State-sponsored cyberattacks: India faces a persistent 

threat from state-sponsored cyberattacks, which target 
critical infrastructure, government organizations, and 
defense establishments. Such attacks can have severe 
consequences, including espionage, theft of sensitive 
information, and disruption of essential services. 
Nation-states with geopolitical interests employ 
advanced techniques and resources to penetrate 
networks, making it crucial for India to bolster its 
defensive capabilities and establish international 
cooperation mechanisms to tackle this challenge 
effectively. 

 

▪ Data protection and privacy: The rapid digitization 

and increasing use of personal data pose significant 

challenges to data protection and privacy in India. The 

country witnessed a landmark development with the 

implementation of the Personal Data Protection Bill, 

2019, which aims to safeguard individuals' data and 

establish a regulatory framework. However, effective 

implementation, capacity-building, and awareness 

among citizens and organizations are essential to ensure 

robust data protection mechanisms. 



International Journal of Social Science and Humanities  www.humanitiesjournals.com 

25 

▪ Internet of things (IoT) vulnerabilities: The 

proliferation of Internet of Things (IoT) devices 

presents unique challenges to India's cybersecurity 

landscape. As more devices get interconnected, 

vulnerabilities in IoT networks can be exploited by 

cybercriminals to gain unauthorized access, 

compromise privacy, and launch attacks. Strengthening 

security measures for IoT devices, promoting security 

standards, and raising awareness among manufacturers 

and users are crucial steps to mitigate these risks. 

 

▪ Social engineering and human factors: While 

technological advancements are critical, cybersecurity 

challenges are often exacerbated by human factors. 

Social engineering techniques, such as phishing, 

pretexting, and impersonation, exploit human 

vulnerabilities to gain unauthorized access or 

manipulate individuals into revealing sensitive 

information. Effective awareness campaigns, training 

programs, and stringent security protocols are necessary 

to educate individuals and organizations about these 

threats and ensure responsible online behaviour. 

 

▪ Lack of skilled cybersecurity professionals: The 

shortage of skilled cybersecurity professionals in India 

is a significant challenge in effectively countering cyber 

threats. The field of cybersecurity requires specialized 

knowledge, technical expertise, and continuous learning 

to keep pace with evolving threats. Encouraging 

cybersecurity education, establishing dedicated training 

institutes, and promoting public-private partnerships 

can help address the skill gap and foster a strong 

cybersecurity workforce. 

 

India's cybersecurity landscape faces numerous challenges 

in recent times, requiring a multi-faceted approach that 

encompasses technological advancements, legislative 

measures, public awareness, and skill development. 

Addressing the growing cybercrime, countering state-

sponsored cyberattacks, protecting data and privacy, 

securing IoT networks, mitigating human vulnerabilities, 

and fostering a skilled cybersecurity workforce are critical 

steps in safeguarding India's cyberspace and ensuring a 

secure digital future. 

 

Cyber threats from China and other neighbours 

India faces cyber threats from its neighbouring countries, 

primarily Pakistan and China. These countries have been 

known to engage in cyber espionage, cyber-attacks, and 

information warfare against India. 

Pakistan has a history of using cyber-attacks against India. 

Pakistani hackers have targeted Indian government 

websites, defence establishments, and critical infrastructure. 

The attacks are often aimed at stealing sensitive information 

or disrupting operations. In addition, Pakistan-based 

terrorist groups have used social media platforms to spread 

propaganda and incite violence against India. 

China is another major cyber threat to India. Chinese 

hackers have targeted Indian government agencies, 

businesses, and critical infrastructure in the past. China is 

also known to use cyber espionage to steal sensitive 

information from India, including military and technological 

secrets. China's close ties with Pakistan and its growing 

military presence in the Indian Ocean region add to India's 

security concerns. 

India has taken several measures to counter these cyber 

threats, including the establishment of the National Cyber 

Security Policy and the National Critical Information 

Infrastructure Protection Centre. The government has also 

been promoting cyber awareness and education among the 

public and businesses. 

In conclusion, cyber threats from neighbouring countries 

pose a significant challenge to India's national security. 

India needs to continue to invest in cybersecurity measures 

and work with other countries to develop international 

norms and rules for cyberspace. 

Yes, India does face cyber threats from China. The two 

countries have a history of tense relations, and there have 

been several instances of cyber-attacks originating from 

China targeting Indian organizations and government 

agencies. 

Some of the prominent examples of cyber-attacks on India 

from China include the 2017 malware attack on the Indian 

power sector, the 2020 cyber-attack on the Indian healthcare 

sector during the COVID-19 pandemic, and the 2021 cyber-

attack on the Indian railway sector. 

The cyber threats from China to India are not limited to 

attacks on critical infrastructure and government agencies. 

Chinese hackers also target Indian businesses and 

individuals for espionage, theft of intellectual property, and 

other malicious activities. 

To counter the cyber threats from China, India has taken 

various measures, including increasing investments in 

cybersecurity, improving cybersecurity capabilities, and 

enhancing international cooperation to combat cyber threats. 
 

Current cyber security scenario in India 

In 2020, India witnessed a sharp rise in cyber-attacks, with a 

300% increase in cyber-attacks compared to the previous 

year. The COVID-19 pandemic also played a significant 

role in the increase of cyber-attacks as more people worked 

remotely and relied heavily on digital devices. India has 

experienced several high-profile cyber-attacks in recent 

years. In 2020, there was a massive data breach at the Indian 

government's National Informatics Centre (NIC), which 

resulted in the theft of sensitive data of several government 

officials. In 2021, several Indian companies were targeted 

by a ransomware attack called Conti, which resulted in 

significant financial losses. In the same year, Chinese 

hackers targeted Indian power grids, causing widespread 

disruption. 

Some of the major cyber-attacks that took place in India 

recently are: 

1. Kudankulam nuclear power plant cyber attack: In 

2019, the Kudankulam Nuclear Power Plant in Tamil 

Nadu was reportedly hacked by North Korean hackers. 

The hackers were allegedly trying to steal sensitive 

information about the plant’s nuclear reactors. 
 

2. Operation wizard spider: In 2020, a massive cyber-

attack was launched on multiple Indian organizations, 

including banks, financial institutions, and government 

agencies, by a Russian cybercrime group called Wizard 

Spider. The attack involved the deployment of the 

infamous Ryuk ransomware, which resulted in huge 

financial losses for the affected organizations. 
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3. Indian banking system under threat: In 2021, the 
Reserve Bank of India (RBI) warned banks and 
financial institutions about a potential cyber-attack by a 
group called “Silence”. The group is known for its 
sophisticated attacks on financial organizations in other 
countries and was reportedly planning to target Indian 
banks. 

 
4. Data breach of air India: In May 2021, Air India 

reported a massive data breach that affected around 4.5 
million of its customers. The breach involved personal 
data such as passport information, credit card details, 
and contact information. 
 

5. Ransomware attack on all India institute of medical 

sciences: The all-India Institute of Medical Sciences, 
New Delhi witnessed a cyber-attack on November 23, 
disabling its servers. The AIIMS server went offline for 
about two weeks before authorities recovered data and 
systems went online. 

 
6. Twitter hack: In July 2020, several high-profile 

Twitter accounts were hacked, including those of 
Barack Obama, Joe Biden, Elon Musk, and Bill Gates. 
The hackers used the accounts to promote a 
cryptocurrency scam, resulting in financial losses for 
many people. 

 
Road ahead  

India is an emerging player in the global cyber security 
landscape. With a growing economy and a large and diverse 
population, India has become a major hub for information 
technology and outsourcing, making it vulnerable to cyber-
attacks. 
In recent years, the Indian government has taken several 
initiatives to strengthen the country's cyber security 
capabilities. The National Cyber Security Policy, launched 
in 2013, outlines the government's strategy for securing 
India's cyberspace. The policy aims to create a secure cyber 
ecosystem and to promote the growth of the country's cyber 
security industry. 
The Indian government has taken several measures to 
improve cyber security, including the establishment of the 
National Cyber Security Coordinator (NCSC), National 
Critical Information Infrastructure Protection Centre 
(NCIIPC), the Indian Computer Emergency Response Team 
(CERT-In) and the Indian Cyber Crime Coordination Centre 
(I4C). The government has also launched several initiatives 
to promote cyber security awareness, including the Cyber 
Swachhta Kendra, which provides free tools and resources 
to protect against cyber threats (Botnet Cleaning and 
Malware Analysis Centre). 
In addition, India has been an active participant in global 
discussions on cyber security. India has participated in the 
United Nations Group of Governmental Experts on 
Developments in the Field of Information and 
Telecommunications in the Context of International 
Security, and has also been a part of several bilateral cyber 
security dialogues. 
Despite these efforts, India faces significant challenges in 
the field of cyber security, including a shortage of skilled 
professionals, inadequate funding, and a lack of awareness 
among the general public. Nevertheless, India's growing 
cyber security industry and government initiatives are 
helping to position the country as a major player in the 
global cyber security landscape. 

Conclusion  

India is facing an increasingly complex and challenging 
cyber security landscape. The recent cyber-attacks indicate 
the need for a more robust and comprehensive approach to 
cyber security in India. The government, organizations, and 
individuals must take proactive steps to secure their digital 
infrastructure and protect themselves against cyber threats. 
This includes investing in advanced technologies, 
strengthening security policies and procedures, and 
increasing awareness and training programs to educate 
people about cyber security best practices. By working 
together, India can effectively combat cyber threats and 
create a safer digital environment for all. 
India's digital growth has resulted in an increased threat of 
cyber-attacks. The Indian government and private sector 
have taken several measures to improve cyber security, but 
there is still a long way to go. The key challenges faced by 
India include the lack of awareness among the general 
public, a shortage of skilled cyber security professionals, 
and inadequate infrastructure. India must continue to invest 
in improving its cyber security to ensure the safety and 
security of its citizens and businesses. The current situation 
of cyber security in India is complex and challenging. The 
increasing use of technology and digital devices has made 
India more vulnerable to cyber-attacks. While the 
government has taken measures to improve the country's 
cyber security infrastructure, there is still a long way to go. 
The lack of awareness among the general public about cyber 
threats and safe online practices is a significant concern. 
Additionally, the shortage of skilled professionals in the 
field of cyber security poses a significant threat to the 
country's overall security. Nevertheless, with continued 
efforts to increase awareness, invest in infrastructure, and 
develop skilled professionals, India can improve its cyber 
security posture and mitigate the risks posed by cyber 
threats. 
Cyber security in India has become an increasingly 
important issue in recent years due to the rapid expansion of 
digital technology and the rise of cyber threats. While the 
Indian government has taken steps to improve cyber 
security infrastructure and create stronger regulations, there 
is still much work to be done to protect individuals, 
businesses, and the country as a whole from cyber-attacks. 

One of the biggest challenges facing India's cyber security 

efforts is the shortage of skilled professionals in the field. 

The government and private sector must work together to 

train more cyber security experts and create incentives to 

attract and retain them. 

Another major concern is the growing sophistication of 

cyber-attacks, which are becoming increasingly difficult to 

detect and defend against. It is important for organizations 

to implement robust security measures and stay up-to-date 

on the latest threats and best practices. 
Overall, the current situation of cyber security in India 
highlights the need for continued investment and 
collaboration to strengthen the country's cyber security 
defence and safeguard against potential threats. 
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